DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND
FREEDOM OF INFORMATION/PRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPLY TO
ATTENTION OF:

June 19, 2001

Freedom of Information/
Privacy Office

Mr. John Young
CRYPTOME

251 West 89™ Street

Suite 6¢

New York, New York 10024

Dear Mr. Young:
References:

a. Your Freedom of Information Act (FOIA) request of March 29, 2001, for records
concerning British Intelligence Services, ZF400014W. Your request was received in this office
on May 7, 2001.

b. Our letter of April 20, 2001, advising you of additional time needed to review the records
and we were unable to comply with the 20-day statutory time limit in processing your request..

We have conducted checks of the automated Defense Clearance and Investigations Index and
a search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request.

We have completed a mandatory declassification review in accordance with Executive Order
(EO) 12958. As a result of this review, information has been sanitized from these records and
three pages are denied in their entirety as the information is currently and properly classified
CONFIDENTIAL according to Sections 1.3(a)(3) and 3.4(b)(1) of EO 12958. This information
is exempt from the public disclosure provisions of the FOIA pursuant to Title 5 U.S. Code 552
(b)(1). It is not possible to reasonably segregate meaningful portions of the withheld pages for
release. Fees for processing this request are waived. A brief explanation of the applicable
sections follows:

Section 1.3(a)(3) of EO 12958 provides that information shall be classitied
CONFIDENTIAL if its unauthorized disclosure reasonably could be
expected to cause damage to the national security.



Section 3.4(b)(1) of EO 12958 provides that information more than 25 years
old is exempt from automatic declassification if it would reveal the identity

of a confidential human source, or reveal information about the application

of an intelligence source or methods or reveal the identity of human intelligence
source when the unauthorized disclosure of that source would clearly and
demonstrably damage the national security interests of the United Statcs.

The withholding of information by this office is a partial denial of your request. This denial is
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence
investigative and security records under the FOIA. You may appeal this decision to the
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the
60 day period, the case may be considered closed; however, such closure does not preclude you
filing litigation in the courts.

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677-
4742. Please refer to case 749F-01.

Sincerely,

Lirtt A Nihulh

Russell A. Nichols
Chief, Freedom of Information/
Privacy Office

Enclosure
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1. (U) Reference is made to CI Branch DF, ACSI-SC, above subject, dated 19
December K)()O. ’
W

2. It is requested that the inclosed((‘ ) 'Summary of Infor-
mation (SOI) be forwarded to USAIRR with appropriate 1mstructions to ensure they will
be placed under continuing dissemination control according to the provisions of
AR 381-50. The following information is submitted in compliance with paragraph Ta,

AR 381-50:

2. Category of control requested: I

b. Reason for request: Paragraph 5b(3), AR 381-50
€. Duration of control: Indefinite

d. Personal data: See inclosure

e. Additional Stipulations:

(1) Recipients of the information contained in SOI must be authorized
representatives of the United States Federal intelligence or security agencies.
¥3) The*(z"

the source of informarion.

) ;Qmust not be identified to any recipient as

(3) The content of the SOI must not be used by any recipient in other
than paraphrased form and must be han td as sepsitive information.
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SUMMARY OF INFORMATION DATE
(Sx 380-320-10) 20 April ¢

VIDUAL PARAGRAPTINEVALUAT |ON

E I

) Of SOURCE: - OF INFORMAT ION:
COMPLETELY RELIABLE . . . . A CONFIRMED BY OTHNER SOURCES.L
{ USUALLY RELIABLE . . . . .. ] PROBABLY TRUE . « . . . . . 2
FAIRLY RELIABLE - . . . . . ¢ POSSIBLY TRUE . « . . . . . 3
- NOT USUALLY RELIABLE . . .. D DOUBTFULLY TRUE . . . . . . )
. UNRELIABLE o, « « + « o o o 3 IMPROBABLE - - . . « . . .. ]
N RELIABILITY UNKNOWN . . . . F TRUTH CAMNOT BE JUDGED . ..6

’

SUMRARY OF llfOllATfOﬂ

interest were picked up. C T

.

Tn arecent{ lecnrlty “education ﬂsItL
jho attached items of possible

. a nupber of alarm systems most of which appeared to be ordinary proprietary

for doors, Omne system currently being utilize8( - :
. the room and mentioned very favorably by the J.n\ﬁ'uctors. ThlS system is a pre- E
, ssure differential alarm system for which a brochure is attached. Also discussed
5 in the brochure is ultra sonic alarm aystems on which no comment was offered.

One of the specific areas noted was ¢ nanent type IPW compound with
concrete walls topped by barbed wire a ) ’ . .
K o . N : . )i‘
(4-2) T - ) : =
Another area noted was a classroom for physical security and alarms,
Lock emphasis seemed to be on CHUBB lever locks for security including the use ofled

¢ tioned their use of "Combination Blisters®™ to keep keys to sensitive areas which

| testing had indicated instability., It appeared from their statements that they
: (A-2)

CHUBB detectors. In commenting on combination locks the comment was made that
unfortunately their CHUBB combination locks were not satisfactory and were not
as good as US Top Gra;(de built~-in combination locks., They also mentioned that
they had no adequate combination padlocks and that CHUBB Battleship locks were
used in places requiring use of padlocks, Personnel of the school further men-

usc 552 (5)

were secured by CHUBB lever mortise locks, Also displayed in this classroom was

systems, i.e, door and window contact switches e for wlndows and strippingw

8 displayed in

‘The instructors also did not favor the ‘mse of capacitance alarms because their

had not tried capacitance alarms for object protection but only as area ;rotection.

¥
b,
~ oL E

Fa.nﬂ,yquarters are being constructed emth{! )Znsta.]_lation and both
an offlcers moss and a non~commissioned officers mees were noted. In.the officers
mess the bar, lounge, entrance hall, mess and administrative offices were located
on the ground floor. Individual rooms with sinks were located on the two top floors.
Common toilet and bath facilities are located at the outside end of each wing.
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ULT24 STIC AL

Sorze yeors zfo, ihe iatroluction of the Fressure Differential and
Ulira Scnic sysiems heralced tie advent of a new era in Security Zrgineering,
ConsiZeration of the relative stren ngth of walls and otder s i
structure, beczuic 07 less imporiance vecause ewployment of ei

taer of taese
systexns oifered volumetric Froteciion to tie entire enclosure
The w2r forms of otecticn,

systens often aflord edve entages over oil

tut both LuVC some limiteticus iz their azplicotion zni it is the pursose
of ihis erticle to sresent ile basic L‘l“clﬂles end taeir aznlicetion to
&ssist those who have noti had prectical ox»rience of the eguinument.

LT CaETR 2n

The equipment Torms that part of stalletlion whick lotee
the prescnce of zn intruder, and is comnacied to the zlarm conizol el:
in ouch the sume way as would ve & conivict, closed circeii wiring, 1ajs or
any other elarnm seasing cdevice, it follews ikerefore
may te comtined with other Getecting Cevices wiere nec
of a composite installation.

cts
Lys
that these systeas

b
essary, to form part

Both systews shere the merit of R c
or no Gisliguicmont to the genercl eppearance of tic p

The systen is sirple in concest. L Fou is installed and mzy be made
to extrzaet ’r irom tae room %o be srotected,

faa
ric pressure

Providing t:is room is re asonavly dravg:i proofed, then vi
running the z2ir pressure will be & little lower than tbe etmosor:
existiing in adjeining rooms or corricors,

D El'
ff‘
w
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A scparaie upit Imovn as the diephrems is mouwnted in the €ividinz
partition or wall beiwcen the nrctecied room and 2nciher Tocm, corrilcr,
ete., {incitioning as the refercnce pressure end tie unit may e rezarisd
as looking «i, and compering the pressure eaca sice of tke dividing woll,
The Giapbreogn is so desizned thet it remeins in balance whilst o prescribed
diflerence exists beiween the lowered pressure in the protecied roocm end the
atzospheric level in the referenice zone, & mzrgin of iolerance is provided
acove and balow the optimus pressure aiiference to ensire sicbility of iZe

systen,

Built into the dizphregs ere doubdle platizum contzeis waich aze connmecied
to the control circuit, ike whole obeyinz the fundementzl cleorm o
"feil vo amleru", This means thet a supervising current constarily mozitors
the circuit wien the 2lerm is set,

The fen has been Gescrited as exicusting ead theresore lovering the
oressure in the protecied zone, tud olfisn Tor technical consideratiorns an
intace fan is used raising the pressusz in e zone,  Tae princiszle of
operatica is tire same; that of mointaizing o precssure cilference betwocen

the protected arez end the relercace volume.

Toe word "pressure” is scmeiimes zisleading as it mey suggest
mich greater pressurc differcace is mece © »y than is actually recuireld 1
practice. A pressure ¢iZferemce capalic

by_l/iO inch 1s general in use, ¢ad is of the o

;\‘,l
0
H
O
£
™
<4
1)
H
o
L
0
o+
"
[
(¢
[
£
PR
[S]

'R}
.

“rom the principle of ozeration ii will be chvious thet ihe —ome o be
protectea musti be an enclosure in which it is possible o resirict lezlzze,
Fermetic secling is not necessery, cud incCeed weouid herdly ever be zncouantered
in practice, excenting Periaps in ceriiin sironzrooms, The esseatizl ro-
guiremcnt is that draugni Proofing will resirici lezkege zndl thot ooy loclinme
X150ing will rewmcin conmstent. ¢

The equinment is fully seif rroteciling and any aittexst to obotruct the
Giaphregn gpertures would crezts teaca pressure nl throw it out of baloaoce.
The fen is the puup paintaining the pressure ifferential end cemseguently
iaterference with the m su2nly or the fem itself will cause loss of

cin
Pressure difference end ts

" Linospheric temperature chenges whether naiural or cue to keating systems,
: . .~ ey . - - S . /
will not affect tae stebility, wecause the pressurising unit (fan or
, :

contrifugal blower) is functioning as & 'pump'. -

—t Y



The size ol the fan reguired for 2 g
relalicnship to the volume of tie uroiected crec
to ke tol::;tco, so ihetv sulficiond air is moved por un
e coastant pressure diflerence. Yo e 2 st
only & suzil dizaetzr blowver unit.

wen rc;ulre

The sysiem provides universcl protecticn to the wells, fio05- and

< -

5
cciling alikc, an& a small aperture of & Zow sguare inckes, mede canyviore,
will be sullicient to &llow thc pressure differczce 1o change csusinyg tie

elzra to operate.

1. .18 espe c1“11y suitcble for sioci roous, SiroaZroons and siwiler
enclosures where air leealzeze can be comtrolieZ, Zuc to tie very iow

rressure employed, the contirol of ic:.:::;n is & simple moatter, and iInlec
pcoper stucit over venitilator briclis would be efiective, Linoizun usucl
provices acequate sealing to timber floors wiilst the varicus draughd
excluder sirips cre suificiont for badly fitiing ”oors. £ firezlece
easily scaled with a removaile »nznel

wWhere sirong rooms &re te bz zreiicied ond voniilators exisi ilesc
will serve as the apertures for the fon aaf Jizckrarm, I there zre n
ventilators then apertures cre casily zrovided by using diomond cuiiing
tools; the usual rute of borinz throuvsh Murd coacrete is sbout oze inch
per ninute.,  The speed with wiich nuzer 5 stronzroom walls can be bor
is a disguieting thought for ¢ sccuritiy 1. .t

TON By yoars €losed civeuil wirsd calinets have beez il cceepte
cmethod of proiecting safes, tut recent attennts a2t removing tie euler
lﬂyor of plyvood (or other mzterial) o afford zccess to noaipulate the

=ag eircuits have led to ile logical develozmendt of the Fressurs

I sizeable cabinet beilt to onclose two or itirece lerze safes will
orercle efficiently with & two inch: dlower unit end it will bSo o:vious
tiat a far greater degree of security is provided oy tuis systea.

-+n outstanding feature of the Frosrure Differcntizl Oysien is its
renmariavle stobility, The equ;;monn is robust and, 21t
it remains siable eand is unclfected by moins surges cue to the momcantun
of the fan,

N

Statistics covering meny Duendreds of instellations over severc
yeers show that the fault expesricncc is neglizible,

g

oush in balanece,

W
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42Q ‘0110\1;1’13 are 2 few of the nmoro ueual guestiaone arzad 3n ocanrertion
with the Presoure Differentinl Protoution.

. <. Can the clara te circuaveniled by cutiing the mains sunply
or otherwise stopping the fon?
A, To. czuses ioss of pressure apd tie diaphrazs to fezll

This
out of balance, ozerating the zlarm,

Q. Vill plugzing the Qiagkregm azeriure overcome ithe alaim?
A. Yo. A blecd whkich develops bacit pressure is provided,
throwing the diapirezi out of balance to the alaru condlitioz.

S. YWill temzereilure or barometric pressure changes czuse false
elarms?

A, Yo, Such changes are slov and infinitesimal when considered
zeinsi the volume of eir waich tie fan is cajeble of moving.

¢. Iow large & volume con be protected by the Pressure Difierentiel
Systen?

A. Taere is po prescribed limit esicent that the system is not
practvical for very large volwses, Up to 3G,C0C cubic feow
io comzonplece, but zones cover this cajacity recuire consicdersiion
by experts. -Yuch depdeads oa tie devree and consteacy of the
sceling waich ean be effected.

. -C=0~0=0=0=0=0—

yrry_ . S



Ui,

e ——
SIIC SYRTIUS

The e¢guizment coms
smull invtallation cous

aitzdle 5o
to thc wells ox

Trere ere two types of Ulira Sonic
thasmior

of snerican cdesiga end
2s the Trans-Sonar IZqui
fully trensistorised.

-

-

~ -- Ky

istis S o LGOS
ists af a lzst
sition, &nd on

C <
ceilings.

em;loyinf
- T2

ament of Znjal

(5;

ex U"\i\,, Speaiteve pnd Jecnrivels. i
2 Unit locateld witkhin the protocted
e spozlter ani cne receliver nomioily

jithin the uaster Un lu za oscillator generaies ©n culio-Iregwancy
procucing & note radiat sy the2 spesker, wiich is incusivle, being weyoend
Lie range ol ihe avcra;e buman eor.  The mote is pickzed up by ine receiver
end fel irto ihe iaster Unit where it is coupered wita tne raZiztel moue,
So lonjz as tiae rediated and roceived noie sizncols are ob tle ssme Jrocueney
& relay is wointained in the caergised cenlition amd {ne sujpervising cimculii
yemcins clescd, Saorld = changze in tie T2qusuncy, iasting for & prect
Iractionzl time period oceur, tlen ilc relay will te rcleased, osfenipnl ibe
seresvising circuit and operating the cicra.

L chronce of frequeacy occurs i oo tely moves vithin the protccicd
zono £nd ihis phepomenon 15 Imovn o5 the .Cpp.ST siZoct.

The Doprler 3Itcet is the tonconcey oL Liovion to couse & ciifcr
freoguency to te roceived Iyca o trrmasaitior thon the frequency oni
it. This chongse in frccuency cccurs bagouse It ti2Cs WLvo eney
time to ;v:l bodwicen those Lwo iocnticns, so thal ol ony insios
'alwnys & nwsber ol woves ixn tormsit — woves thos hove 1ol ithe v
but have mot yot arviveld ail luv recolver, Ly wotion Chanjes L.
oi cmittci weves ihet have nmot vet Becn detecied ond ket coongl
pictel up by the aecciver aid hd +he npumoer o wWaves
hove received if there was no ol The rete a2t wakich the wa
received is te frcguency, so tact meiica celifyizg thet rote ©Y s
the woves in Zransit modifies tze weceived Ireluendy. Scooes iX0L &
movinz boldy such &s am intruler are sunject to the stme eifect.

Tae Sogzrier B7fect is Ireguenily expexienced, By wiy of ise cazinsing

a en & car passes wiih ihe heoiler souzfing, or a traia wiiz ii2

se¢, onc originclly
3 the other mnovi

2 vaives, &ng
waich is

"
sh ¢ mazufaciure
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Freedom of Information Act/Privacy Act
Deleted Page(s) Information Sheet

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page. :

[Ia/Information has been withheld in its entirety in
accordance with the following exemption(s):

L23a)2) A BYCH)()

It is not reasonable to segregate meaningful portions of the
record for release.

[_J Information pertains solely to another individual with no
reference to you and/or the subject of your request.

[f] Information originated with another government agency. It has
been referred to them for review and direct responge to you.

[:] Information originated with one or more government agencies.
We are coordinating to determine the releasability of the
information under their purview. Upon completion of our
coordination, we will advise you of their decision.

DELETED PAGE(S)
NO DUPLICATION FEE
FOR THIS PAGE.

Page (s) _Z:g;!(f/‘

IAGPA-CSF Form 6-R

- o A



