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DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTElLIGENCE AND SECURITY COMMAND

FREEDOM OF INFORMATIONIPRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPLY TO
A TTENTION OF:

June 19,2001

Freedom of Information!
Privacy Office

Mr. John Young
CRYPTOME
251 West 89th Street
Suite 6e
New York, New York 10024

Dear Mr. Young:

References:

a. Your Freedom oflnformation Act (FOIA) request of March 29,2001, for records
concerning British Intelligence Services, ZF400014W. Your request was received in this office
on May 7, 2001.

b. Our letter of April 20, 2001, advising you of additional time needed to review the records
and we were unable to comply with the 20-day statutory time limit in processing your request..

We have conducted checks of the automated Defense Clearance and Investigations Index and
a search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request.

We have completed a mandatory declassification review in accordance with Executive Order
(EO) 12958. As a result of this review, information has been sanitized from these records and
three pages are denied in their entirety as the information is currently and properly classified
CONFIDENTIAL according to Sections 1.3(a)(3) and 3.4(b)(1) of EO 12958. This information
is exempt from the public disclosure provisions of the FOIA pursuant to Title 5 U.S. Code 552
(b)(1). It is not possible to reasonably segregate meaningful portions of the withheld pages for
release. Fees for processing this request are waived. A brief explanation of the applicable
sections follows:

Section 1.3(a)(3) of EO 12958 provides that information shall be classified
CONFIDENTIAL if its unauthorized disclosure reasonably could be
expected to cause damage to the national security.
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Section 3.4(b)(1) of EO 12958 provides that information more than 25 years
old is exempt from automatic declassification if it would reveal the identity
of a confidential human source, or reveal information about the application
of an intelligence source or methods or reveal the identity of human intelligence
source when the unauthorized disclosure of that source would clearly and
demonstrably damage the national security interests of the United States.

The withholding of information by this office is a partial denial of your request. This denial is
made on behalf of Brigadier General Keith B. Alexander, the Commanding General, U.S. Army
Intelligence and Security Command, who is the Initial Denial Authority for Army intelligence
investigative and security records under the FOIA. You may appeal this decision to the
Secretary of the Army. If you wish to file an appeal, you should forward it to this office. Your
appeal must be postmarked no later than 60 calendar days from the date of this letter. After the
60 day period, the case may be considered closed; however, such closure does not preclude you
filing litigation in the courts.

If you have any questions concerning this action, feel free to contact Mrs. Reilly at (301) 677-
4742. Please refer to case 749F-01.

Sincerely,

Russell A. Nichols
Chief, Freedom of Inforn1ation/

Privacy Office

Enclosure
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SUBJECT

SafeQU3Trlin~ and Disse
( ) )('ports

LTC Leick/s1b/73596
(I

)

196bDATE J

of Sensitive'c

Ch, CI DivFROM

VI fl ~I tIt f (}JI ()I f l,-f ~YMP,0l

TO C!I.' .. PSD ,
,\ • J 1.: Opa f,r

ACSI -f):;n:

1. (U) Reference is made to CI Branch DF, ACSI-SC, above subject, dated 19
I)('ccn:)c~~.

2.". It is requested that the inc1osed{ C ) ~umrnary of Infor-
m~tion (501) be forwarded to USAIRR with appropr1aLe 1llSLTUCL10ns LO ensure they will
be placed under continuing dissemination control according to the provisions of
AR 381-50. The following information is submitted in compliance with paragraph 7a,AR 381-50:

a. Category of control requested: I

b. Reason for request: Paragraph 5b(3). AR 38l~50

c. Duration of control: Indefinite

d. Personal data: See inclosure

e. Additional stipulations:

(1) Recipients of the information contained in SOl must be authorized
representatives of the United States Federal intelligence or security agencies.

(2) The' ( '--... } Jmust not be identified to any recipient as
the source of informa~lon.

l~J~:C
U rd::-:~l,f:S

(3) The content of the SOl _must-not be used by any recipient in other
than paraphrased form and must be han ~d as se sitive information.

() CL' C"" ,-'" ~I'l-'·~ \'", ,,,.., - (\ [)i'1~,~,.i~' ."" •• ,,<. •• ~,

'I .l\iEHTULL T. KELLY
Acting Chief

Ji[T(>'H'D n:..,_'

DA FORM 24961 FEB 62
REPLACES DO FORM 96, EXISTING SUPPLIES OF WHI
ISSUED AND USED UNTIL 1 FEB 63 UNLESS SOONER ~

-~. ------------------
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INFORMATION

1
CElli VIDUAL PARAGRAI"IFEVAlUATIOII

)

. ~ Of SOU~CE:, OF INFORMAT 1011:
-I COIlPl£1ELY RELllIIlE •••• A CONFIRMED BY OTHER SOURCES.l
i JlSUAllY RELlAlllE •••• _ • II !'ilOIlAIllY aUE ••••••• 2
, FAIRLY IIEllAllE •••• _ - C POSSllllY TRUE •••••• _)

NOT USUAllY REllAlllE •• - • D DOUIITFUllY TRUE •••••• 11
UtlltElIAlIlE ••• _ ••••• E 1.!'ROIIAlIl~ ••••• _ ••• ,
llEllAIIIlITY "'IIKIIO"" •• _ • f TRUT" CAIINOT 8E JUDGED ••• 6

·~. ".t.£I •••JIJ.d (III-
I •• , t •• t.r·ed)

, SUMMARY OF

(
5""AIlY Of IlIfOIMArrON

.~.

-~-_. -~m8i-ecentC: )eCl1ritj'_-eduCa~TO~-:~rChed

'interest vere picll:edup. _JC __ ~.~_ ~ .~_
itealS 01' possible

Oneof the specific areas noted was
concrete walls barbed wire a

(A-2 )

ent type IF'W compoundwith

~,

.. ,~ ••~;~ters are being constructed ODtr-thit: '. ".~)b1stal.ht1Dn and both
an officer81l8SS and a DO~1ssioned ott.1cer& JINS war. DOted. lil.4he ot£icers
mess the bar, lounge, entrance hall, .ess "8M ~-fnistrative offices Were located
on the ground floor. Individual rooms with sinks were located on the wo top floors.
Commontoilet and bath facilities are located at the outside end of each wing.
(A-2) :3 ~..tr •.•. r~~'!\'

Conti.DUW

Another area noted was a classroom for physical security and alarms. -Lock emphasis seemedto be on CHUBBlever locks for security including the use '() e"I

CHUBBdetectors. In commentingon combination locks the coinmentwas madethat -
unfortunately their CHUBBcombination locks were not satisfactory and were not -
as good as m Top Gra¥debuilt-in combination locka. They also mentioned that e
they had no adequate combination padlocks and that CHUBBBattleship locks were N
used in places requiring use of padlocks. Personnel of the school further men- :~
tioned their use of uCombinationBlistersn to keep keys to sensitive areas which u
were secured by CHUBBlever mortise locks. Also displayed in this classroom was U}

a numberof alarm systems most of which appeared to be ordi.nary proprietary P
systems, i.e. door and windowconta.ct BWitche!)ltrl... taP..e for windowsand strippinglO
for doors. One.system currently being uti1iz~ --'_) '...•. c..~s displayed in
the room and mentioned very favorably by the inStrUctors. This system is a pre-
ssure differential alarm systan for 'W'hicha brochm-e is attached. Alae> discussed

1 in the brochure is ultra sonic a.1armqstems on-wh1-chno comment<wasorfered.
1The instructors U80 did not. favor the _eot capacitance alarms because their

testing bad llldicated instability. It appeared !"rom their etatements that they
bad not tried Qapaoitance alarms for object protection but onl~ as area Jrotection.{A-2)

DI TRIBUTI<rt.OI AUTO~lATiCALLY DECLASSJFU::D
DQD DIR 5200.10

GOlITRDLLPl Dl~'c:~r;7
NO FOR8GN DISStM

DA . fORM 568 (Formerly Replaces WD AGO Form 568, I Jun 41,
I Dee Itsl DA AGO) which may ~ used.

(".r Cl •• el fJ.~ (111-
I ••• "t••ftr.r.~)

o - JUS



GRAPH EV UA ION
OF '.FORMATlOII:

CONFIRN£D BY OTHER SOURCES.l
PROBABLY TRUE ••••••• 2
POSSIBLY TRUE ••••••• J
OOUIlTFULLT TRUE •••••• ~
I"'ROBABL£ ••••••••• ,
TRUTH CAIINOT liE JUDGED ••• 6

SUMMARY OF 'NFORMATION
S. #0-320-JO

)
'.£P ••.•IIII;~(

~)U.!D"U. ,

r(

L I • I •••

OFFIr.£

.t CI ••• lfI.d (1,,-•• '."'.r.d)

) OF SOURCE:
co.PlETElY REllAalE •••• A
USUAllY RElIAalE •••••• a
FAIRLY RELIABLE •••••• C
NOT USUAllY ,RHIABLE •••• D
UIIRElIABLE ••••••••• £
RElIAlllllJY UNKNOWN •••• F,

0.AT[o April 1966

SU"ORY OF 'NFOR •••. T~ Continued

A-ttArihed are mans of the locati6h (

5 use 552 (b) (1)

4-

Ll. n}f II •••_

IJ\ • '-, _ • _ •

~
'."- •..",...,.,,,_ .... - . Si

••••
01 STRIIlUTlON

DA FORM
, Dee "S!

1!B'J'l1 ftUL.LL.J'

568 (Formerly Replaces WD AGO Form 568,1 Jun 47, (".t

D~ AGO) which may be used, &lI'ngra~ilii at 12 It>.J 1;1I~'~~1~;

NO FOR""- ul\JJ[M ., auIImtHtaIIy fIeoImifie<j.

Clu.1 f1.~ v••-
Do,. ."t.r.~) o - 3113
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DERI~D FROM: INSCOM sce 90-01,
HUMINT &CI ACTITIES, 16 NOV 90,
USAINSCOM
DECLASSIFY ON: X-I
DATE OF SOURCE: 20 April 1966
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lJ...'1':t.••. SC·?!IC JL::;',.; 3\:'JIP:r'::~:T~=========-====~==============

So~c yc~s cGo, ~~e intro~action of the ?=css~c ~iff~re~tiul ~~C
Ult:-~ Sc~ic sj"stems heralC:e~ t~e a~vent of a new era in Secui-ity -::;r.S:::H:~~;-i;:2:.
Ccnsi~e:-ationoi the r~lative stre~3t~ of ~alls and ot~er ?~:-tsor t~~
~t~cture, bcc~c of less ~:?ortance ~ccause c~?loJ~e~t of 2itbc:- 01 t~csa
syste~s oir~re~ volucetric Froteciio~ to t~c entir~ cuclosure.

The syst~cs oftc~ •.f~o=~ ecv~~tr,~asovc= ot~~:-fo~ws of ~=otccti0~,
but bOt3 bave so~c lioitnticas in ~~~i~ ~?~lic~tio~ ~~iit is ~~c p~~Fose
of this article to present ttc busic p:-i~ci~lcs r~~ ~1~ir a;]lication to
~ssist t~osc ~DO have not ~•.~ ~=ecticn~ cA~'~icnc~ 01 t~c Cq~i~~2~t.

'l:lC equi~t:~~t io:iT.ls t?mt i'c:.~t of t.:-. r~c.~~ i!1st:.lh.tio~ ,';:~ic:::L:.:t:.:cts
Cle P::-CS:mce of en iDtrua~r, 4'.:1cl is c~::.:;~ctc~ to the ;:lai-:U con-i:.:-0J. rcL ...ys
in l:luch the S;;:Zl\!-r:r:.y i:.S \1o~lc~ ~e c. co::;;:.;::t, closccl ci:-cc.it \1h-i.ng, rc.jT[; Cil"

any other alr.nl sc.)si:le ~cvicc. It fo:':'m!s J.:.;::~:-cfo=-:, t:'r.t tllesc systc;:Js
LlOy be CO::l~i••ed \';i th other cietcct.i:1[; Lcvi.ces w:-:c=~neccssr.:-y,' to ior:.l ;;~:-t
of a cc~,osito inst~llation.

3ctt systc~s G~~:-at~e m~rit of boi~~ i~co~s;ic~c~s ~;~ cc~sinz little
or 'no {:i61"iC;~~·~'i:ontto t~Q b\):l::.-d r.?~c<';=<:Lc.; of t::e: p=otcct~cl crc=.s.

. "...
ooc'

"-

T'ne systcc is sir.:?le in c.)n:;c?t. L :!.i:.::
to cxtrect cil' fro~ t~e rOOD to ~e ;~otecte~.

~oviuin~ t~is rOOQ is r2r:.so~ably~~n~~t p:-ooZed, then ~itb ~e f~
~.in~ the ~ir pressure ~ill be c little lower th~ the £~osp~e:-ic prcssur~
existinz in nojoininb rooms or corri~o:-s.

6

' .••. r·. _._--..;.~ -- __ •••• ------~ - ..;.. _
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J.. SC'p~=L:tc uni-t ~;)v."Il cs ~,!~C~l~?:lraLU is wO-":;-lt~~ in ti:c civi~~:-l3
p~rti tion c;r '-;:111. bCt\"{0~il t!lC ~:"ct~c"t~~ rou~ ;-..n~~ctl1~~ ::-oc:r:;, co:-:;:i~~r,
etc., fl.:.rlCt:0;1i~6 ns t~e reiei"~!1ce press~c ~!d t:~G "U2it L1Z::{ 1;? rC:3l.:-::::~
<:'5 loolrb::; r.t, ann cOI:J~u-inG t3e p~cs::;·.u-C e"c~ siC:~ of tb divi~i;:::; \:;:..2.l.
The ~:a~br~~ is so c2siGne~ teet it ~~I:Jainsi~ b~l~ce w~ilst <:. ~~~sc=ib~i
dif;er.:?p.c", e::.:ist3Dct,";e::n t~~ 10\":c~~C:iJrcssl.::'Cin the p~otect2~ ree:;:. <::.~c: t::c
a~osrhc~ic level in the rcfe~e.~~ezone. h ~~rcin0: tolc~~!cc is ?~o,i~cd
a~ovc nnd b<!low the opti=:nrJpressure cU;fer~:lce to ens:.u-e st<::."!:lility oi t~c
SystCll;.

B~ilt into the di<:'?~cJ=ar2 do~blc pl<:.t~ co~t~cts w~ich ar~ ~o~~ec~cc
to the control circuit, the ,;holeobey:~~ ~~e f~~~ent~l clc~ ~~:nci?le 01
"feil •.0 nl<:.m". ':'ilis=;eans that a s<:peurisin~ cu=rc~t co~stw::tly L!o;::itors
the circuit w~cn tbc al~~~ is set.

T~e !r..n j~as be~~ ~(:sc:"il;c:l an eX~~~:J.s,tir~.-~C: ~er-cfo~e lO\'f~c~i~;.: t~B
- -> -?res?~e in th~ p~otcct~Q zo~c, c<:t oZ~~~ for tec:~~ic~lcvnsi~er~tio~3 ~n

int~e f~ is use~ raisi~6 t~c ?~CSS~~2 in t~c zo~e. TIle ~~i~ciJle of
o?Cratic;1 is 't.he sw:~e; til.::::.t 0:':_::l:.:L:t2.:'::i.~:; ~. ?:=e;:s\:rc C:i::-ierer.ce ~e-t:";~c:;:l
th2 protccte~ a~e<:.£~d t~e re:erc~ce vo:~c.

T'Ge wo~~ ";n..ess·.lr~1I is sC=2t~es r.:::sle:.~i;:{2; <:'5 it m<:.y s~gccst t~~t a
croch G~eater pressUi-C di=fc=c:;:lc~is n0C~ ry ~l~~ is act~;::llyre(:~i=c~ iu
p:,c.ctice. 1.. pressu.:-e ci~fc=.::ucc c~:x:'.j';'e ,;;:1 clis~Jl2.ci:L:.g ll,-tf:~ ir:. ••. 'l.;" tl::'e
by 1/50 incb is gcne=~l in use, £~C is of the o=~cr of '-b~~0wet=ic ch~n;e.

~~o~ the ?~in:ip12 o~ o?c~~tio~ ~t will b~ cbvious that ~:~ =O~0 to be
p=otecte~ ~ust be ~n cnclos'~e i;1 w~ic~ it i~ possible to rcs~=ict 1~~2Gc •
~z=mctic sz,-li~G is not ~ecessa=y, ~~ in~cc~ ~cu:~ bcr~ly ever De ~nco~:;~e~ea,
1n pr<:.cticc, exce::;tin[;: ?C~'~G2S :;1 ce:~:-~.inst=o:;,~~oo:;:js. T'~e cssc:ltid r~-
~~i~c=~nt is t,~~t G.r£;'~l[;bt?ro~iin2; ~',~il:':"i!str:'ct 1~~{"5~ ~:. ...-t:l:.t ~~'V :~:':i::~~
~xi~t:~~.~ill r~8~i~ co~stc~~.

'I}-.~CC1l:.i:.)!J::;ntis fully B.clf v~\)t~c'~in~ W!~ z-:.y !ltt~~-;t to ob~t:-~~t t~e
Gj.C'..i?~ri::.~J~pcrt\<=es wo~lC: crc::ta i:~c:;: prcss~r~ :...•.::. t!:lro-.':it o-ut of b::l\:..nce.
"'1-\' J' •••.•• t ' ~~ t'" t'~~ ~~ 1S ~c ~~~ O~l~ ~~nl~g ~~e P4c~~-~e ~~~:c~e~·~a~ ~~ CO~~2~~~~ ~y
i~tcrfercacc wi th th~ iil~i:1S s,-~?ply or i~:a :Zc~ i ts~lt ",ill c~usc loss of
pressure difference e~d"~~ ,-lur~ to o~eratc •

.~~os?heric teQPcrat~=ech~~~esuhet~er ~::t~~l or ~ue toh~~t~ systc~s,
~ill not affect the s~bility, ;)ecausa the prcssurisins ~it (fen or
contrifue~l blower) is fU:lctionine as ~ t2~?'.' "

.,

,, 7
.,"
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~~~ ~i=2 o~ t~~ ~~~ r~~~i~~~ :o~ ~ Giv~n i~st~ll~tio~ t0~~~ ~
rcl~ ti(,:~~:~il)to th~ volu=J'~ of ~e l;·=O~c:ct~~ ~=c~ ~~d t:~~~o~~t O-:i" l~~·:r..c~
to t~ tol~l·:':~~~, so th~t s-:.:;.:lici~:1t ~i= is ~c,vcc:. lJ~Z'" ur:.it. ti=c tc :=:.ii:~::':":-~
c. co~st~lt ;>rc~:;u=~ ci~::c:-c:1C~. 1'j~:1:)~L:l~~ st:-c;ll~rocr..:s O~·-:.c~:;-~:~\.i.l~"~
o:Jly ~ G;U:lll Q.i~~t~i'"blo\lcr unit.

~~1C :;y:;J';~;il :>rovlu0£O u.~h·crsd ~;;.-ot~c-tic~ to t~e valls, iio::;;- '_.-.
cci 1i~:::hl i:~c, e:1~ & 5:n£:11 a:;--?rtt:=c vi e "1~,~.S;UE:.TC i!1C:--:C5, ~ai:0 '~:rr::~~::-c,
vill ~c su~iici~nt to &llo~ t~e prc~s~r~ differ~=cc to cbw~~~c~~~:~3t~c
~!~rato opc;-~te.

It in cs~~cid ly sci t.::.~lc fo::" stoc:: roo:::n, strO:1~rCiOwS c.""lc: slL:llt.:,
~nclGr>ureB '!"!;J~:=-cai~ lc~~::;o Cul~ 'to controllc::. ;:;~C to t:1G very lop....·
~:-es:;\~e ci"J~)loyc.::, t!i0 control 01 lcc~:~gc is .:::.s~:::12 :;n~tt.;:;r, t..""lc":. :.:.;::~;)i.
p~pcr stuc:: ov~r vcntil~tor 1;:-ic::3 '"!Oi.:l~ be c:fl~ctivc. Linol..::~ -":::;i.1~lly
proviC:c:J t:~C~i.1;:tcze~li~3 t~ ti;;.1~x:r:loers "::::lst the v~icus C:r~us::t
cxclu~c~ ~iri~5 r=~ s~irici~~t for b~tly iitt:n~ coors. L fire~l~c~ ~~
cusily sc~lc~ ~it~ ~ rc~ovc~lc p~~c!.

~bcrc stro~~ rOO~5 ~~c to b~ ~~o:~ct~~ ~~~ ¥:utilcto~sexist t~os~
\":ill S~:i'vc an t~1e <\?C:-tU"'2S for t~1C :c.: ~:1-:; c":.iC::?~Z'2Lw. If t~C;-2 ~'C no
vc~tilGtors t~~~~o~c~turc5 ere ~~s:ly ;~ovi~o~ by ~5in~ ~i~lv~~ c~~ti~~
tool::;; tn~ UGu~l rs.:tc of bor:':.::; t:l"·Ol.::..',~~:;;l'::co....•cr.:;tc: i::; C00i.:t 0::-: i~c~
~cr :Jin-utc. 'i'~1es,ce~ Y/i t~"i~.':;:c>~~2.· ; st~'o~,:;;-oc;:j,~c.l1s c~, be bc:-cG
is ~ Lis~~ictin~ t~oc0ht fer ;:~ccurity l.~.

?vl~ 1.j~~J".l~.'::;~~r0 C105u~ Ci~AC~i-~ ,-/ir-:~ C:.:t~11~t5 ::;.i\'C -;.;cc~ t,~..~ ~CC~i1t~~

.~ethod vi i'=·ot~Cti;1G scres, r,-.:.t :'\?CCllt ~ tt,Cr2?-ts ~t rcmo"~rin~t~;~c~:'~r
l~)'(>r o-!' ·.~lY'''oo-' (,,- o""'c" "''''+c'·~~;\ "'0 ",.I'·"c-·' ~cccss to ,....~.~,--,.•1~T'" -•.·~c(.. -. ~J , ••••• u. uJ. .•.•. /II.».p" .4.~~/ '" ::.4.~ ..•.~ ~ ~ ...••-.t""._\.."'Io,; _

\'/~.:'-·~~l!:circ~i t,::; b~vc led to t~G lo[;icc.l clcvclo~~.C:11t o.z t11c ?~~SSu.=~
~ii:0~0~tiul 8~f~ C~bi~et.

L oizC'oolcc~bin~t built to c~clo5~ two 0:- t~~cc lLr~e ~~f~s ~ill
opcr;:tc~;licicntly wit~ ~ t~o ir.c~blo~er ~it ~"~ it ~i~l ~~ o~vio~s
~~t n f~ erc~tcr degree of security is ~rovi~c~ ~y ~i5 syst~~.

j~ 0~t5t~ding lcctc~~ of the ~~~5;ure~if;~r~~ti~l 3YSt20 is its
r~~~i"'::r.~lcs~~bility. ?~~C~~~~Dcnt is robust '~~t clti1cu~~in bnl~~r.e.
i t; r~J;J:lins s~ble end. is w..-.:':i'ect.cC: ~y Ll:.ins s~Gcs clue to the I:1cr~::nt"U;;l
of "the f~.

~tiltistics cov.cring ~y ll\=:'~CC5. of in5~11utioA;.s over 6~vcrcl
yeors show tent the fault c~7crienc~ is ncgligible.

,,
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T:~c follollinx Ll:-C e fCl: ot t:~~'.10A."O \lQUAl
with tho hCJoH1Ul'U ;)iff"rl'nf.;1l1 P:-nt.octiO:l.

)n

"

.... ,

~. C~~ t~c ~lur~ ~e circ~~,~~t~d ~y catting ~~c oui~s su~~ly
o~ otcc~~isc 6to?~inc ~l~ fen?

A. No. 7his c~uses loss oi pressure ~~ ~le d~ar-~1rh~J~0 fell
out of bal~lce, o]er~ti~G th~ ~larw.

A. 1':0. J. blccc: wl:ich ~evclops bec:. press~e in p:.'oviC:cC:,
trowifiG the cli~:?~:rq;.:..Out of bdc..lcc to t~e ~1~::-..1cO:lc:::.tio:l.

~. ~ill te~~ercturc or burooctric pre~sur~ c~cn~cs c~usc false
clc.:'1'Us?

A. No. SUCDc!:~'1CCs ::r~ s1oY1 r.n~ iniini tesim.::l w~c:. co~si~c::'ecl
aGainst t.'1c vol-.me of &i;: wbicJ fu~ f2.Il is ca~able oi .:;oviu£;.

Q. l:ovl~r~e & vol\~~ c~'1 b~ ?rotectc~ by the Pressure ~il;e;:cntial
Sys tcw?

.A.. r~1C::-C is no prcscrib;:d. li:.:li t e;=ce~t thr.t t~e system is not
prad,ical fo. very l<l::'Ge vol1::::cs. U;) to 3G,COCcu'Oic ice.:.
io cO;:';;lon~llc.ca, but 20n~$ over tl:is cr.-;r.ci ty rct~irc consiC:cr ••t,ion...
by experts. ·Each de?c~~s on ~~e dezrec and con3t~.cy of tb~
sccliug wilich c~ be c~fcctcG.

-C-O-Cl-O-Q-O-\)-
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T:l:? C{~~i?D~nt COusis-t~ of .:...~z..st.e. ~;:1it, .l~P"~{"-""c en:-.. _-:p~~j·'lr?:·s. oJ ••

&12.11 in~t<:.llcti~:l cousi F;t~ or a ~st~~ u~it loc~te;:: T:it:-.i:1 ti....~ ?:·ot.o.:-~."c
c=e~ in ~y s~ita~le ~osition, w~ nnp. ~po~er ~ c~e =ec~ive~ uo~~lly
sccu~c~ to the r,~115 or ccili~G~.

·.iit::in th~ ~st~r "J::it ,.;1 oscill<:.tor sc~cr~tcs <:L <:.;,;.:::o-::r-c'~·.lC::lcy
p=o~aci~~ ~ ~otc rn~i<:.tc~~y t~? s9~~tcr-)v~ic~ is ic<:.u~i~l~)b~i~~ ~?Y0~~

~c r-X'GC 01 t7.1c c:wcr-~:c l:~<::.c. C~.:;'·. ':'i·.~~oto is ::ic~o::' u~ oy t::~r~cciv~~
~U fe~ ir:to ti1C l:~stc~ ·tJ~it "il-j~:i"Z it is ~c~~)L.r~~ '"I"i W t~c ~,--~::'::.t~:'~o-~~.
Zo 10:1;-; as t::.c rE.~iat~C: &:1C: r-cccivc~ ~ot:: siG~.:'·l::;r;::~c:' t2:c 5["::::: :::;'·~:~·:':Ci·.c::.r
;:. ~cl::.:r is r.:::i;;t<:.i~cc. L.• t~o C;}cr-CisCG cc.:'i tio:-. r.::.::' t::'cs::.::;c:;.-.,ris~::C c:'::-c;;:'t
r~~i~J closc~., ~~l~ ~ c~~~:o in t~~ ~::-~~L~~CY)l<:.sti~~ ~or- ~ ~::-c:'ctc:-~i:1~~
i'r-~ctioa:.l tinc ~)Crio~ occ~, t::c~ t::c I'd::-] y:::..ll -::C: r01~2.sc~) o;cn::.Zl':':thc
cu?c::'\"isi::~ circ~i t &.itl O~)~:".:-.ti::.:t:~c~lc::-~.

zono
0: fr~~~c~cy occ~~s
phc~o~cnon is ~o,~~

2. -::C~~:T~,ov~~ ,:i t:1i~:
t~2 ._c~~J~;):" .~:Z~~ct.

r;~~ :Jo?~~l~:":3:~:cctis t~:~to:l~0::C~" c: ~#!ot::c:! to C~_L:S~ f.•~:'f::-:·C:-1t
;rc~uc~c~T to cc =ec~ivc-: ::i'~':':<:. tr.:.r.s.:Ji :.tc::- t::c.•: ti::: :::-c(:~:?::cy ,,::...:'tt.:~ .;y
:it. T:~i~ chc:~:cc;ir. i•.·c, •.:.~C1Jcy cCC'c.:.:-S tee:'.'.:::;c it to.:e:s ".;Z.YC c::~:-:"-J <- ::i~:i~c
,t:i;';lC: to tI'':'Y~!. "oct·,;.:::!: t:iCiS.:? t~·:::> :o(;;~J"ic;:~, so t:·.::t c.t r:..:.y i~::;t~_-:t -'. - .. - is
·~l-.1:~Y::; ;: i1l.:J:;bc:-0: ll~.VC;~ J.r: t~.L:5i·;:' - ,':L.Ve:S t~:-~ ~:'-JC: 1(;:-'(, t~c t:-::'i:s;:...i·~tc~
l.l,t :l~\'C ~ot yet L;-•.-ivc::' r.t J~::i.i rcc~~vc •• J:'7 ~~~t~v:l c~;";;::;CE; t:l-;: ;1'~~~~
of cr.1i t~c=- \";~~'·(:B t~~t, t::v~ :!ot ~~Gt :..;~C:~ ~~t2CtC':: C~·:: t::2..~ c::2..ns~ W~S~ .:;;;:
~;ic::::::\:~)t.y t:.~~~~cciv\)= a::; t. c:o~i.:?ic~t:~.: :.:~ ~~"(; n-.::.:::':)0:;" 0:2 \l:;.v~::; it \;o~l~
~.:;vc:~·ccci'\"e~ if t:.c~""c '\"!~•.~ no ~otiG:l. 'l:~~c;.'t:.t~ c.t ,}~ic:~ t::c \-:.:.vcs :.~c
rccciv~.:: i~ t:;e 1:"-c~~-u~:1c~r) co t:;,~_tcet:c:. ::...~::ifyi.::S th::t r-~.tc ~:rc::';~:[;i:l.s
the u~v~~ in t=~,~it ~o~i:ic~ ~~~ ~cc~ivc~ f=0~~~~~Y. 2c~c~s 1=o~ ~
LoviLC bO~J s~c~ &5 an i~t~~~cr ere s~~jGct t~ t~c s~c ci:cct.

7110 Z;o~~?l~~~~:fcct is 1r~,:~~n"'t.l)Y
note oc~~~u~en c ccr pusses with tb~
~histlc blo~in3•

..c::=~C::;:;..~~cc=.;., ~-,,/v::.~,.
ncotor cc~~~i~C, O~

of t~e c:~~1Si~3
a tr2.i:l l7it::' t::'a

.T~cre ere ~10 tY?c~ o~ ~lt~~ 3c~ic 3~~i~~CZlt is usc) o~c ori;:;ia<:.lly
of i.Dcrican C:Csljp an.!. c~?loyinc tI1~::""::...':c~i~ vt.l-.,rcs, ~<:: t:.1c o~c:' k:.'O\."i'4

~!; ~c ':'rans-Sonar Z'iui~'mt oi 3nc::.is~c.c&ir:;~ e.n~ ~ufacturc \Y~ic!:l is
tklly trcnsistorisod.

,,
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~:1C fi':.....c:.::S-~O~~~ ~~:U·:.;:S0~-~ is ::orc C':~Lv.:":"::C~:~n-c~"'l~~-. i~:'·~:";.;.~c:,~· .....1

c~i::-i..c-i"~t:.j":.ce {:.;..:: ::"u..-":1~r-•..::; COG"L,~. :t :~~5 .~ E.":'~-~i~~~:i~~ c:L.V~::-:'':':'';~::;
bei;l: ~::lly t~-::'::s~E-~\"~-is.:?~, ~1~ t:-;c:-c2v:"'~ 4"e~~~:':"'~;;.Cc:£ly ~ yr;=-y ~~~~_~.:......r;..~.~..•...
in;)ut, i t ::~£ becn :)cGsi"".Jlc to ifiCC:·;.)v:-~··~c L: :;)~-;._c ~~l~, ...·;::i~~~:..-i::'=- s:-.~~~:y
t~-:~c(~ai:~,:l~:lt£0;: ;:~Jout~iC~-:t ;~o:.::&..s, fi;:O~":';'~-t:~c.-·~.C. ;':':=..:~105\l?~):Y:7:._:'2..
"r..l~n t::~~ir~z Eu~~...:i;.' is i-0S ;c:...~~ t::2 c~ll :.~ c.-~:'-~o;-~.:.4~ic~li:r~:·~-c:::.:"C~~.

";J:,C;;} c)~cifyin:; ~:rotcctiol1 by VI t:.-,:.~cnic ;::~t~o'::s t:::arc :-:c c: 6)~~(::;:"
of f&ctcrs to b~ t~'cn i~to CO~S:~0~~t:Cr..

:u..~C::~~::t:.ll:rit n~st i;~ ;-~i~~i::'~C:'C~ t::i:t t~:c ::;:i~ci~lc is t;;.:~t c:7
so'l:.nc1t'J~".rcs 1;;' E.i~. 1.3.....•....t~-:.::'"~\:l~=c~ tl:..::"'c::0::~ !''';1lst Ie.:' ..:":to i::st~~i:i~:; ,~..;....•.
:;,~ls~cl~rL1s. ?:1~C~~i~,~~t c~~~c:' co t:sc~ Yl~:~r~ :Ci~C;j:": d=r~u:~.l·~""c;:"~ilr..:'io~~
Sy~tc:.lE or fw! hentc:-n ,.r~ :..t.:: ::sc \·.:~~e~.....:.c Z.lL:i......:.l ifi set.

•

V::;~~11y t~1C! nOl"';·~:"j.l ?:~:,.J..:,in;; f~"C:·.l ~::-.~: :-.to::" 3 C':::l 0Q CO":':?C;}5(:t~~:, .;~~ ~:"'i.y
su::i:~:1 ::is~ i:: t~:-.~~\.:~~tl":rc 0:;.... 2.~y :0:::'2 c': co:,:,~::'\:~l.io~lfiil Ct;:;;s~r.i:-
t:\.::'U.1Cjl~C ~t': O}c:,.....u·-:,c t~:e ~l~~w. __ 1.,,·.:;'S =e!J~i~ct ~ ul~A~ \";ill ;:c El.-"C;:l

0::

T;:c L:couct:'c p::C"~::::r.J..:.:~~cf
C~.~5~\l 'b:t s~c::::::::;o~ co~~~o~i ti~:;
~~d ~~cc~ivc~\.. ·0~i ts •.... r:Jc~~ t:~0

of t;~0 ~C.l1'J tO~0 j~~"'C·:'0Ct~~ c~·\.·:::...l~::
cO:il~i~c~~tion3 ~ictnt~ t:~~.rn:..i':::C::"~:~:c: ]CS2. -(,ic~:::::; O~

" .:;~'!~:.:O~.iS11

~::c 8~~~:'::CT

-.....
~.)5·\.:c::.~1)·

,.

~cccss:.:-y to c:"~'"'t~ wl· C:"::';"CC-;'::"V0 :?i(!:C:. c2 :~::-~·t,:c·:'ic:~•. \!:.~~=--.J::.o=c oI~l:t.:~
tllO s:ic~crS& w1-:: rccci-,,"Ci"'G ,-:ro .~:~::.i:"'0:l["~~·..':::'t:"..::-.;.::.~ :.~st~~ :J::its ~~:·c·-':s~H::.lly
inst~ll~': mlC: ~~~tc;"co~·.cc~~~ S~ tI!r"..t ~::~'J~:it OJ~:"'':'·~C:SC5 ~ L:~~st~=-G5ci ::&:'-:'c:-,
1 ,. 'h -"'".L I •- \ .• '- ..•., - t' .OC~lr.:; "" c f:-·~l~\:.cmcyOJ.: t:~~O"~.l:::r -"::1~u ,,0:;:" ~l t,s i ";1~~c..• ~c t.:.c::. :.:~-:c ::'o~:i..ns
~s slnvc5. ~~is intc~-loc~i~~ is ~cc~S5~y to c~ci~ ~c ~cvc~v~~~~t of c
b~:lt ~;:-e~u\?ncy.

l.s ~~C SO\:1li': Tr:~V~Strc.v~l t~:"'C\2.z~:t::c c:..~ t::.cy ccc~uc ~-:t~~~r:.J~~(:, -~:6~
ci.c.;rcc (if attc:lUctiOi:' bcin~ ~~:-/~:1~~~;t O:.l t:~c ?~:Ltic\llr ..: cc:.~i ti:>;lS, suc~ Co!;

r:-c~ucncy, -tca;.::)c;:-l'.tm-c a.a 1:~i ~i ty. 1::1 ~ctU<ll:>;:-~cti cc i t ::~3 C:.:'~:l 5::0",.:1
~1~t n ?l~c SO~~ wcvc in ~c 10 to 20 ~CG ;:-w~Gc~c~le be cttc~~ct~dto
~pproy.~~tcly ~ it~ cncr~' in lO~ ft. Co~ci~cr~tic3 of t~c£c f~cto:rs~iil
s~ow ~"lt t;lC~'C is Co i'recticcl li:1it to i:~·~si::" of zo~c \Jtic:' C;;'.6) ~~ ~~~Ot~Ct0C

if th~ c~ui~0nt is to r~ncinst~~lc i~ ~c=fo~~cc.
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Indicated below are one or more statements which provide a brief..
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o

D

o

It is not reasonable to segregate meaningful portions of the
record for release.

Information pertains solely to another individual with no
reference to you and/or the subject of your request.

Information originated with another government agency. It has
been referred to them for review and direct respon~e to you.

Information originated with one or more government agencies.
We are coordinating to determine the releasability of the
information under their purview. Upon completion of our
coordination, we will advise you of their decision.
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